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BUSINESS 
 SECURE WEB
Protect your company against 
cyberattacks.

Protecting the IT infrastructure against cyberattacks  
poses a growing challenge for companies. How can IT security  
be  maximised, but with minimal effort? The solution:  
Business Secure Web.
Business Secure Web combines the security expertise of 
 outstanding experts with continuously active cloud service.  
This automatic protection is the ideal supplement to your 
 Business Internet subscription. 

Security on the DNS level
Cybercriminals use websites to steal confidential data (phishing), 
to spread malware, or to manipulate compromised computers 
(command and control callbacks). Business Secure Web knows 
the addresses of malicious websites and blocks access to them.  
If danger is imminent, the protected devices are immediately 
redirected to a safe website with a warning message. The cloud 
service functions as the first line of defence on the DNS level  
and is thus very effective. The Domain Name System is a fundamental  

component of the Internet which links a domain name  
with the associated IP address. When you click on  

a link or enter an URL in the browser (such as www.upc.ch),  
the DNS query initiates the process of connecting  

the  respective device to the correct server.

DOMAIN NAME SYSTEM (DNS)

SAFE REQUEST BLOCKED REQUEST

Any device on network Roaming laptop Branch offices

Security on all devices
With Business Secure Web, all devices in the local network 
(LAN) as well as the laptops of roaming users that are not 
 connected to the LAN can have effective protection against 
cyber attacks. The Internet speed is not impaired by this 
 comprehensive protection. If needed, you can also create  
your own block and allow lists.

Quick implementation
Business Secure Web can be activated simply and quickly, giving 
you immediate company-wide protection. You need no additional 
hardware. Manual software updates are not needed. The only 
technical prerequisite: your local network must be connected to 
the Internet with a fixed IP address.

  Effective protection against cyberattacks

  Quick implementation

  Protection of all devices in the company network

  Secure Internet access even outside the network

  No impairment of the Internet speed

  Real-time reporting
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All threats monitored
Business Secure Web logs all security-relevant events  
in real time. Thanks to the reports on your dashboard, you are 
kept informed of the Internet activities at all your locations.

 · Real-time reporting: Full visibility of all security-related 
 activities in your network 
 · Filtering by time period and threat categories (e.g. phishing) 
 · Export of reports possible
 · Access to dashboard via myybusiness

Outstanding partner
With Business Secure Web, you are using the services of Cisco 
Umbrella. The security expertise is provided by one of the largest 
expert teams for threat detection: the Cisco Talos Intelligence 
Group. More than 300 researchers across the globe work for 
Talos. Their specialist knowledge provides the foundation for the 
Cisco Umbrella cloud security platform.

Prices
Basic package for up to 3 users:  CHF 10 per month
Additional users:  CHF  3 per user and month
All prices quoted exclusive of VAT. Prices and offers subject to change.

Advice and orders

upc.ch/business | 0800 900 290


